
Facial recognition technology brings changes for intelligence agencies

Governments around the world are deploying automated facial recognition technology for surveillance, 
counter-terrorism, and social control. Rodrigo Bijou assesses the likely implications of the wider 
adoption of systems using this technology for intelligence, security, and law enforcement agencies.
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Key points

 z Advances in ‘big data’ processing, high-
performance cloud computing, and artificial 
intelligence have enabled the use of automated 
facial recognition (AFR) in real-time systems. 

 z Demand has been driven globally by 
governments and fuelled by ready capital 
investment in AFR companies, notwithstanding 
the concerns of privacy advocates and some 
technology companies. 

 z AFR technology represents a new tool for 
law enforcement, security, and intelligence 
missions that may be as transformative as 
the development of DNA analysis, but also 
creates potential vulnerabilities and a strategic 
disadvantage for countries with weaker 
technical resources. 

G rowing government demand for 
automated facial recognition (AFR) 
systems is reflected in unprecedented 

levels of investment in the technology. 
Chinese company SenseTime Group raised 
USD1.2 billion in two financing rounds in 
April and May 2018, making it the world’s 
highest-valued artificial intelligence (AI) 
start-up. SenseTime’s software powers the 
analysis behind more than 170 million 
closed-circuit television (CCTV) cameras 
across China. 

Growing government demand for AFR-
enabled systems has caused concern among 
some Western technology companies, 
with Microsoft having called for increased 
oversight of the use of the technology. 
Rights advocacy groups such as the US-based 
American Civil Liberties Union (ACLU) and 
UK-based Big Brother Watch have produced 

studies showing consistent error rates above 
90% in AFR software, highlighting the need 
for a new framework to preserve personal 
privacy and prevent authoritarian abuse. 

AFR is set to become the next frontier for 
privacy and security debates. Law enforce-
ment and national security agencies view 
AFR as a powerful, cost-efficient tool for 
public safety, counter-terrorism, and intel-
ligence work. These advantages will be 
opposed by the concerns of privacy advo-
cates, who regard AFR as the newest threat 
to liberty from an unregulated technology 
that is prone to error and can be used for 
social control.

AFR uptake
Demand for AFR solutions has risen as 
defence, intelligence, and law enforcement 
agencies have sought new technology that 
can provide an information advantage. Ven-
ture capitalists have also consistently backed 
the technical innovation necessary to sup-
port modern AFR deployments. 

Security agencies are familiar with 
using databases of DNA data, finger-
prints, or other personal identifiers 
for investigation and surveillance. The 
widespread integration of real-time 
video feeds and AFR has the potential 
to produce a new resource of biometric 
data for agencies, potentially cutting 
investigation time and providing a cost-
effective solution for surveillance 
in public spaces. 

Publicly recorded suc-
cesses in identifying 
terrorist suspects 
using AFR include the 
initially anony-
mous ‘man in the 

hat’ involved in the 2016 Brussels terrorist 
attack. Federal Bureau of Investigation (FBI) 
AFR software successfully identified the 
individual as suspect Mohamed Abrini after 
fingerprint and DNA analysis failed, Belgian 
newspaper L’Echo reported on 15 April 2016. 

The technology required to support this 
has been commercialised only since around 
2008, when, for example, the UK began 
its first use of AFR on passport gates at 
Manchester Airport. IHS Markit technology 
noted in a 31 July 2018 report that the reli-
ability of video analytics had been extremely 
variable in the past, with vendors struggling 
to develop algorithms that could function in 
complex scenes. 

However, according to that report, greater 
research and development in deep-learning 
neural networks led to an increase in the 
capabilities of video analytic systems, put-
ting them within reach of a much wider 
user group. These improvements in AI have 
been combined with advances in the ‘big 

A police officer wears a pair of smart glasses with a facial recognition 
system at Zhengzhou East Railway Station in Henan Province, China, on 
5 February 2018. The Chinese government has invested heavily in the 
use of AFR systems.  AFP/Getty Images: 1728287
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data’ processing capability necessary to store 
and analyse video feeds and the high-per-
formance cloud computing that can scale to 
support broadly deployed infrastructure. 

Global growth
Growth in AFR usage is primarily focused in 
countries with access to advanced technol-
ogy and strong support for public safety 
missions, particularly in China, India, the 
United Kingdom, and the United States. 
IHS Markit technology estimated that the 
security software video analytics market 
was worth USD281.8 million in 2017, with 
this figure forecast to rise to USD564.5 mil-
lion by 2022. 

In the US, AFR is already a robust market 
for technology companies such as Microsoft 
and Amazon. Law enforcement use of Ama-
zon’s AFR system Rekognition to identify 
suspects was a success for the company in 
2017, with deployment across multiple states 
in the US. 

In a case highlighted by Amazon in a 
June 2017 blog post and at internal events 
throughout that year, Chris Adzima, a 
systems analyst for a local sheriff’s office 
near Portland, Oregon, input approximately 
300,000 images from the county’s database 
of mugshot photographs into Amazon’s 
system. The result, which cost several dollars 
per month after a USD400 set-up fee, led to 
at least one matched arrest in a case with no 
prior leads, according the blog. 

Start-ups have formed to solve specific 

AFR-related challenges, such as under-
standing sentiment among crowded video 
streams. For example, leading facial recogni-
tion start-up Kairos acquired an Ireland-
based company named EmotionReader in 
July 2018, which built software that visually 
recorded emotional responses for brand 
marketing. This is a capability that could also 
be applied across a broader customer base 
for law enforcement and security situations, 
such as recognising anxiety or aggression at 
border crossings. 

AFR that uses similar capabilities is 
already deployed at airports in Atlanta, New 
York, and Miami to monitor international 

travellers. US Customs and Border Protec-
tion (CBP) claimed that the system “is 99% 
accurate and helps to thwart terrorism” 
when questioned by CNN in June 2018. 
The US is likely to remain a market leader 
with extensive deployments,  benefitting 
from the convergence of government 
demand and a strong domestic industry in 
AFR-related technologies. 

In the UK, AFR is most commonly used 
in law enforcement, as agencies can lever-
age an already broad network of cameras in 
public spaces to find criminal matches. For 
example, the Metropolitan Police trialled 
AFR-equipped cameras at the Notting Hill 

A US Customs and Border Protection officer uses facial recognition technology in a booth at Miami 
International Airport to screen a traveller entering the US on 27 February 2018. The use of AFR at 
international borders is likely to become the norm during the 2020s, at least for more advanced countries.
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Impact of AFR on human intelligence 
The increased use of AFR-enabled real-time video 
surveillance, and AFR scans at borders and other 
checkpoints, will potentially have profound 
implications for the ability of intelligence agencies to 
conduct human intelligence (HUMINT) operations. 
Intelligence officers’ ability to operate under deep 
cover and the ability of agents and officers to avoid 
surveillance will be comprehensively challenged by 
AFR systems to the extent that some operations may 
become practically impossible. Combined with the 
wider adoption of other advanced biometric systems, 
this indicates an increasingly challenging operational 
environment for clandestine HUMINT operations. 

Jane’s has previously assessed that the increased 
use of sensor-based surveillance, which includes AFR, 
could hasten a trend towards third-country targeting, 
with more aspects of agent-handling taking place in 
less-surveilled jurisdictions (‘Africa rises as strategic 

priority for intelligence collection’, Jane’s Intelligence 
Review, Volume 30, Issue 8). A shift towards an 
increased reliance on electronic communication for 
interactions between case officers and agents, with 
in-person clandestine meetings becoming rarer, is 
another potential response. 

Jane’s assesses that this trend may already be 
taking place in some parts of the world. However, 
without downplaying the significance of AFR 
for HUMINT, the effectiveness of the technology 
will remain dependent on its implementation, 
maintenance, and the human factor. Governments 
and technology companies have different but 
equally strong motives for presenting AFR systems 
as uniquely powerful tools for identification and 
surveillance; however, the reality is likely to fall short, 
at least in the medium term. 

Moreover, these weaknesses are likely to provide 

exploitation opportunities for agencies with the 
capacity to collect against the workings of AFR 
systems. Such collection could focus on identifying 
potential blindspots or communication gaps within 
the implementation of systems that will generally 
cross provincial lines and involve multiple agencies. 

The data collected or compared against by AFR 
systems – if inadequately secured – would be a 
vulnerable target for remote electronic collection. 
Similarly, there would be opportunities for ‘fourth-
party collection’ if an agency could penetrate the 
workings of an AFR-enabled system, and then – for 
example – record cases of the system flagging 
individuals. Intelligence agencies may also seek 
to cultivate AFR systems administrators to gather 
intelligence, but also potentially to influence or 
disrupt such systems. 

Analysis by Jane’s staff
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Carnival in London in 2016 and 2017, and 
South Wales Police deployed such cameras 
during the UEFA Champions League final in 
Cardiff in June 2017. 

Following the Cardiff deployment, South 
Wales Police Chief Constable Matt Jukes told 
the BBC of “the need to use [AFR] tech-
nology when we’ve got tens of thousands 
of people in those crowds”. A subsequent 
review in December 2017 by South Wales 
Police found that the system identified more 
that 2,000 positive matches in a nine-month 
period, resulting in more than 450 arrests. 

The UK is one of the most surveilled socie-
ties in the world, with the British Security 
Industry Association estimating in 2018 that 
the country had 6 million CCTV cameras. 
Further police AFR trials are likely, with the 
potential for greater integration of the tech-
nology with existing CCTV networks. 

China and India
Although the US and the UK were early 
innovators and adopters of AFR technology, 
the Asia-Pacific region has witnessed the 
broadest deployment of such measures. In 
China, the widespread adoption of AFR tech-
nology is driven by the government’s desire 
to conduct population-wide monitoring and 
to compete globally in the development of AI 
and related technologies. 

The Chinese government has deployed 
AFR-equipped cameras particularly heav-
ily in the country’s far-western Xinjiang 
Uighur Autonomous Region, where officials 
have attempted for decades to monitor the 
Muslim-majority ethnic-Uighur population. 

In April 2018, the video surveillance news 
website IPVM reported that Chinese compa-
nies Dahua and Hikvision had received more 
than USD1 billion-worth of government-
backed surveillance contracts in Xinjiang 
since 2016, citing Chinese sources. 

In June 2018, Agence France-Presse pub-
lished a report based on a Chinese govern-
ment tender for surveillance systems to be 
used in Moyu county in Xinjiang. According 
to the tender, the system included a network 
of approximately 35,000 cameras that would 
monitor public areas including schools, 
streets, and 967 mosques. China’s use of AFR 
represents a more expansive trial of the tech-
nology compared with the US and the UK, as 
it relates to controlling the movement and 
speech of a broader part of the population. 

In India, biometric data are also a more 
established part of daily life in comparison 
with the West, particularly after a nation-
wide government campaign to scan the 
irises, fingerprints, and faces of its entire 
population. With the count already exceed-
ing 1.1 billion individuals – as reported in 
April by The New York Times  – the national 
biometric database, entitled Aadhaar 
(‘Foundation’), holds a universal identifier 
for almost every citizen in the country and is 
now the largest such database in the world. 

The Aadhaar identification number is now 
mandatory for receiving government ben-
efits, and is increasingly used across everyday 
functions such as traffic tickets and banking. 
India’s deployment of AFR has been more 
limited than that of China. However, in 
March 2018 the government body mandated 

to oversee Aadhaar, the Unique Identifica-
tion Authority of India (UIDAI), announced 
that from 1 July the project would include 
facial recognition as an official identifier 
alongside irises or fingerprints. 

Industry dissent and privacy rights
The use of AFR has triggered objections on 
ethical and privacy grounds. For instance, 
although Amazon cited the abovementioned 
law enforcement case in Portland as a suc-
cessful example, this was also one of many 
deployments subject to freedom of infor-
mation requests from the ACLU. Following 
these cases, in May 2018 the ACLU and two 
dozen civil liberties organisations published 
a letter addressed to Amazon chief execu-
tive Jeff Bezos, imploring him to establish 
ethical-use guidelines and not to sell facial 
recognition services to law enforcement. 

The letter cited privacy issues and the 
potential for repressive use of the technol-
ogy, concluding, “Amazon Rekognition is 
primed for abuse in the hands of govern-
ments. This product poses a grave threat to 
communities, including people of color and 
immigrants, and to the trust and respect 
Amazon has worked to build.” 

The ACLU’s letter to Amazon came after 
the UK’s Big Brother Watch released a report 
in May containing the results of more than 
50 information requests on UK government 
use of AFR technology. The group’s find-
ings directly contradicted claims of high 
accuracy, and showed that positive ‘matches’ 
incorrectly identified innocent people in 
more than 95% of cases, with no cited arrests 

Passersby walk under a surveillance camera that is part of a facial 
recognition technology test at Berlin Südkreuz station on 3 August 
2017 in Germany. The increased use of AFR-enabled real-time 
surveillance systems has the potential to fundamentally change 
human intelligence operations. Steffi Loos/Getty Images: 1728288
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and more than 100 confirmed incorrect 
matches by AFR systems. 

Dissent over government use of AFR has 
also come from within industry, with several 
executives taking a public stance in the 
month following the ACLU and Big Brother 
Watch reports. Kairos CEO Brian Brackeen 
wrote an opinion piece for TechCrunch in 
June 2018, arguing that the technology was 
“not ready” for government use and explain-
ing that “clearly, facial recognition-powered 
government surveillance is an extraordinary 
invasion of the privacy of all citizens – and a 
slippery slope to losing control of our identi-
ties altogether”. 

In July, Brad Smith, Microsoft’s president 
and chief legal officer, posted an official 
corporate blog entitled ‘Facial recognition 
technology: the need for public regulation 
and corporate responsibility’. In the post, 
Smith called for increased government over-
sight, including a congressional panel on use 
of the technology. 

Although governments have been slow to 
enact norms around facial recognition spe-
cifically, AFR usage is limited by a number of 
established regulations. Although AFR leg-
islation in the United States has not reached 
the federal level, the European Union’s 
General Data Protection Regulation (GDPR), 
which took effect in May 2018, placed sig-
nificant limits on the technology. 

The GDPR clearly affirms the “right to be 
forgotten”, limiting capabilities to persis-
tently store biometric data, and protects any 
collection of biometric data with opt-ins, 
theoretically limiting the ability of a com-
pany to conduct public monitoring without 
formal consent. Efforts outside the US and 
Europe to address civil liberties groups’ con-
cerns about AFR have encountered stronger 
resistance, but have achieved some success. 
Opponents of the Aadhar programme in 
India have filed dozens of lawsuits to the 
Supreme Court of India, which has not yet 
ruled on the programme itself but which 
established Indian citizens’ right to privacy 
for the first time in a related challenge in 
August 2017. 

Geopolitical competition
States that are able to use, control, and profit 
from the AFR market are likely to have a 
strategic advantage domestically – to secure 
or control their populations – and inter-
nationally as a major technical advantage 
in national security and counter-intelli-
gence. This bodes well for those countries 

– primarily China, the UK, and the US – 
where most of the technical development 
and capital for AFR is concentrated. How-
ever, a balkanisation of the technology, for 
example through the imposition of export 
controls, could disrupt the market. 

Furthermore, the AI used to analyse facial 
data generally works by training on existing 
datasets. This can lead to problems when the 
AI is asked to identify individuals from eth-
nic groups that are not regularly present in 
the training datasets that the company uses. 
This failing has been highlighted as an issue 
by privacy rights advocates, for example in 
an ACLU study that found that Amazon’s 
Rekognition system incorrectly matched 
more than half of the US Congressional 
Black Caucus to mugshots. 

Access to training data is therefore a 
potential point of competition between 
states. In April 2018 the Chinese  newspaper 
Global Times reported that China-based 
CloudWalk Technologies had won a govern-
ment contract in Zimbabwe to build an AFR 

system to be deployed at public spaces across 
the country and to compare the data with a 
national database. The deal will potentially 
enable CloudWalk Technologies to train its 
algorithms using datasets including ethnic 
groups not heavily represented in China. 

Such deals combine the interests of gov-
ernments, investors, and private firms in an 
already competitive market that is bolstered 
by the need to preserve national security 
advantages. Conversely, the deals represent 
a disadvantage for countries that may not be 
able to rely on domestic technology. 

Outlook
An August 2018 announcement by the 
Olympic Committee revealed that the 2020 
Tokyo Olympic Games would be the first 
to deploy AFR for entry across the events. 
More than 300,000 athletes and staff will be 
required to submit photographs before the 
games begin. In an August 2018 report on 
the deployed AFR technology, NEC Corpora-
tion Senior Vice President Masaaki Suga-
numa told Reuters that the system would be 

accurate “99.7 percent of the time” and “will 
not change according to nationality”. 

Jane’s assesses that AFR will increasingly 
be deployed as a standard measure at inter-
national events such as the Olympic Games. 
Moreover, such systems are likely to increas-
ingly become the norm at any public event – 
and a permanent feature in key public spaces 
such as transport nexuses and major tourist 
destinations – in countries that are further 
ahead in the adoption of AFR. 

Although new data protection legislation 
such as the GDPR places some controls on 
collection of European citizens’ data, secure 
storage, and the ethical use of the technol-
ogy, there are few other global regulations 
that specifically place controls on the 
security or export of AFR technology. Most 
of the drive for regulation has come from 
the companies involved in designing AFR 
systems, as well as privacy advocacy groups. 
This trend is likely to inform initial attempts 
at regulation. However, it is unlikely that 
governments will legislate restrictions on 

such a potentially powerful tool except in 
cases of widespread public outcry. 

The most effective challenges may come 
from studies produced by civil liberties 
organisations detailing high error rates, 
underlining the need to establish norms 
around usage, particularly where algorithms 
may be poorly trained to recognise certain 
ethnic groups or to conduct basic pattern-
matching to criminal databases. However, 
Jane’s assesses that AFR is highly likely to 
become an increasingly common aspect of 
the daily life of the majority of the world’s 
population during the 2020s. 
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‘Jane’s assesses that AFR is highly likely to become 
an increasingly common aspect of the daily life of the 
majority of the world’s population during the 2020s’
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